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Abstract

This study presents a reflective and structured examination of the digital preservation of evidence, focusing
on the legal framework and safeguards ensuring its validity within the Peruvian criminal justice system. The
aim is to identify the criteria that confer validity on such evidence and to assess its compatibility with the
fundamental rights of the accused in criminal proceedings. A qualitative methodology was used, employing
a descriptive-analytical and legal-dogmatic design, consisting of theoretical saturation sampling through the
systematic cataloging of a theoretical sample of 27 specialized scientific articles obtained from indexed
databases: SciElo, Web of Science, Scopus, and Dialnet; 4 specialized books on artificial intelligence,
fundamental rights, and evidentiary reasoning; one doctoral dissertation; one comprehensive guide to the
use of computer forensics; and an article from a specialized legal website; the 2004 Peruvian Code of
Criminal Procedure; and five rulings by the Supreme Court of Justice of Peru, the sample of which was
determined by the principle of theoretical saturation. The research methods employed included qualitative
content analysis and hermeneutic triangulation, along with semi-structured interviews with prosecutors and
criminal defense attorneys selected for their expertise in the field. The results showed that the digital
preservation of evidence is inconsistent due to regulatory gaps, technological limitations, and a lack of
expertise, which affects its authenticity, legitimacy, and reliability during judicial evaluation and impacts the
fundamental rights of the accused.
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Resumen

El trabajo desarrolla un estudio reflexivo y estructurado sobre la custodia digital de la evidencia,
enfocandose en los margenes legales y garantias de su validez dentro del sistema penal peruano. La
finalidad es reconocer los criterios que le otorgan validez y su compatibilidad con los derechos
fundamentales del imputado en el proceso penal. Se usdé una metodologia cualitativa con un disefio
descriptivo-analitico y dogmatico-juridico, compuesta por un muestreo tedrico por saturacion a través del
fichaje sistemético de una muestra tedrica de 27 articulos cientificos especializados obtenidos de bases
de datos indexados: SciElo, Web of Science, Scopus, Dialnet; 04 libros especializados sobre inteligencia
artificial; derechos fundamentales; razonamiento probatorio; 01 tesis doctoral; 01 guia integral de empleo
de la informatica forense; y, un articulo de portal juridico especializado; el Cédigo Procesal Penal peruano
del 2004, & 05 pronunciamientos de la Corte Suprema de Justicia del Peru, cuya muestra se determin6
por el principio de saturacion tedrica. Se usdé como técnica el analisis de contenido cualitativo y la
triangulacion hermenedtica junto a entrevistas semiestructuradas a fiscales y abogados penalistas
seleccionados por su experiencia en la materia. Los resultados demostraron que la custodia digital de la
evidencia es inconsistente debido a vacios normativos, limitaciones tecnoldgicas; y, falta de

EJLatinREV | 00



https://orcid.org/0009-0006-5718-5212
mailto:ytrejom@unasam.edu.pe

especializacion, afectando su autenticidad, legitimidad y fiabilidad a la hora de su valoracién judicial y los
derechos fundamentales del imputado.

Palabras clave: Preservacion digital, justicia, evidencia digital.

Introduction

The internet, artificial intelligence, and social media were, among other forces, the catalysts that
transformed our society, a shift amplified further by the surge of digital information generated through the
use of smart digital devices across a wide range of sectors (Vaca & Dulce-Villarreal, 2024). This context
has had a direct bearing on the criminal justice sphere, since the information needed to uncover and
establish a criminal act is no longer confined to traditional physical media but now extends to electronic
records such as web postings, social media content, smart devices, and traces of online activity. This has
led justice system operators to take a different view of how evidentiary elements are conceived and
demonstrated within criminal proceedings, since proper handling of that information has become decisive
for an accurate reconstruction of the facts under investigation (Paredes Chumpitazi & Ladera, 2025).

Comparative studies agree that digital evidence constitutes crucial evidentiary material in criminal
proceedings, particularly in offenses linked to virtual environments; however, its nature and structure leave
it prone to alteration, modification, and deletion, making it necessary to develop specialized technical
procedures to prevent these shortcomings. Added to this are the various tensions that arise between this
type of evidence and the fundamental rights it touches upon, such as the right to privacy, the secrecy of
communications, and the integrity of personal data, all of which call for specialized procedural treatment
(Bujosa, Bustamante, & Toro, 2021); while other authors stress the need to strike a balance between access
to records and protection of the right to privacy; (Gamero & Pérez, 2023). For these reasons, the importance
emerges of a regulatory framework capable of reconciling the effectiveness of criminal proceedings with
respect for the fundamental rights involved (Pineda, 2021).

This situation was no less present at the international and regional level, where regulatory
developments have mirrored this concern. In China, for example, a regulatory framework was put in place
in 2012 covering everything from the collection and handling of digital evidence to its presentation at trial,
including procedural guarantees of the validity, authenticity, and integrity of electronic data (Guo, 2023).
The International Organization on Computer Evidence notes that the recovery of electronic data calls for
differentiated protocols, since the technique for extracting email messages is not the same as that used to
obtain audit trails stored in databases (Ochoa Arévalo, 2018).

Volatility is one of the defining features of digital evidence, and its fragile nature makes it easy to
destroy, damage, or alter (Palomo & Guillet, 2021), easy to transmit and duplicate, time-sensitive, and
highly susceptible to contamination by new information (Prayudi et al., 2020). For this reason, it becomes
necessary to establish operational technical criteria and regulatory changes that make it possible to
preserve digital evidence and its custody in criminal settings where its destruction and/or manipulation is
readily apparent (Moussa, 2021).

This state of affairs prompted the EU to put forward a regulatory proposal on European production
and preservation orders for electronic evidence (Mufioz Rodriguez, 2020) and led Spain to realign its judicial
and doctrinal pronouncements with criteria of preservation and traceability for electronic evidentiary
material (Jamardo Lorenzo, 2024).

The Budapest Convention on Cybercrime set out guidelines for the handling and preservation of
digital evidence; in Europe, the General Data Protection Regulation imposes strict security and authenticity
requirements on digital records. In the United States, the Federal Rules of Evidence contain provisions that
prioritize the traceability and integrity of digital evidence. The Economic Commission for Latin America and
the Caribbean notes that regulatory progress on the chain of custody remains a challenge in developing




regions, and that the United Nations is working to unify standards and technical assistance in order to
strengthen the custody of digital evidence (Quinche et al, 2025).

At the regional level, Colombia established evidentiary standards based on criteria of integrity,
authenticity, and functional equivalence (Imaicela Revilla & Alvarado Ajila, 2024). Ecuador adopted new
strategies in response to these technological transformations (Flores, 2024) by incorporating electronic
evidence into its criminal justice system under the principles of immediacy, adversarial process, and
publicity (Delgado, 2021). In turn, doctrine and case law have driven regulatory adjustments in response to
the emergence of new forms of digital evidence (Espinales, 2023).

In Peru, the 2004 Code of Criminal Procedure does not regulate the digital custody of evidence,
applying by analogy the rules governing traditional documentary evidence, which generates inconsistencies
in its proper treatment and judicial evaluation.

Against this backdrop, the central question guiding this study emerges: how do digital evidence
custody practices affect the authenticity, traceability, and reliability of evidentiary elements within criminal
proceedings, taking into account the technical limitations and regulatory gaps together with the guarantees
that condition their legal validity?

Methodology

This study adopted a qualitative approach aimed at examining how the digital custody of evidence
is structured within Peruvian criminal proceedings and at identifying the criteria that condition its validity.
This paradigm made it possible to examine the phenomenon from its regulatory dimension through to its
concrete practical dimension.

The dogmatic method was adopted, making it possible to build the doctrinal foundations and
guidelines governing its application in Peruvian criminal proceedings. In parallel, the hermeneutic method
was used to interpret the legislation and the rulings of the Supreme Court of Justice of Peru regarding the
authenticity and integrity of the digital chain of custody.

The theoretical framework was built from a review of 27 specialized indexed articles; 4 specialized
books on artificial intelligence, fundamental rights, and evidentiary reasoning; one doctoral dissertation on
the violation of constitutional rights; one comprehensive guide to the use of computer forensics; and one
article from a specialized legal portal, all of which were reviewed systematically during November and
December 2025 and from January to March 2026.

Search strings were constructed using Boolean operators (AND and OR) such as: (“cadena de
custodia digital” OR “digital chain of custody”) AND (“proceso penal” OR “criminal procedure”), and strict
exclusion criteria were applied to original legal articles published between 2015 and 2026.

In turn, the review encompassed the 2004 Peruvian Code of Criminal Procedure (Legislative
Decree No. 957) with respect to the procedures governing the interception of communications and
telecommunications, given their relevance to obtaining digital evidence, along with five rulings by the
Supreme Court of Justice of Peru; information lacking scientific support was excluded.

The final theoretical sample, once the level of theoretical saturation had been reached, comprised
34 academic works, three regulatory provisions (Articles 230, 230-A, and 231 of the Peruvian Code of
Criminal Procedure), and five rulings by the Supreme Court of Justice of Peru, drawn from an initial search
of 80 potential documents that were refined through filters for duplication, abstract review, and relevance.

The digitized cataloging technique was used, drawing on a structured data-extraction matrix built
in Microsoft Excel under three categories: (i) technical criteria of sameness and reliability; (ii) limits of
constitutional impact; and (iii) regulatory gaps, which made it possible to systematize the final documentary
sample.




Qualitative content analysis and hermeneutic triangulation were applied, carrying out the
corresponding critical comparison between the systematized documentation, forensic technical
requirements, and the rational evaluation performed by the courts.

In turn, semi-structured interviews were conducted with six specialists in criminal procedural law;
the sample consisted of four criminal prosecutors from the Peruvian Public Prosecutor's Office, one criminal
defense attorney from the Public Prosecutor's Office, and one attorney from the Peruvian Ministry of Justice,
all selected through purposive sampling based on their direct experience with digital evidence and its
custody.

Regarding ethical considerations, the interviewees gave their informed consent prior to
participating, and the confidentiality of their identities and the information provided was guaranteed.

The open-ended nature of the questions was designed to gather direct perceptions of technical
shortcomings, regulatory gaps, and the practices that ensure the validity of digital evidence custody.

Taken together, the methodology used made it possible to link legal analysis with the perceptions
of legal practitioners in their day-to-day work, generating a comprehensive and articulated understanding
of the problem posed, and made it possible to highlight the factors that condition the validity and reliability
of digital custody in Peruvian criminal proceedings.

Results and Discussion

As a result of the qualitative analysis and hermeneutic triangulation of the theoretical sample, the
regulatory provisions (Articles 230, 230-A, and 231) of the Peruvian Code of Criminal Procedure, and five
rulings by the Supreme Court of Justice of Peru, contrasted against the interviews conducted with the six
experts, the following results were obtained:

On adjustments in the evaluation of the digital custody of evidence and the instruments that confer
its validity

Under the rationalist conception, criminal evidence is defined as the set of activities, inferences,
and means (Gonzalez Lagier, 2022) directed toward ascertaining the truth, understood under the
correspondence principle whereby a factual statement will be true if it corresponds to reality (Ferrer Beltran,
2022). The findings of this study revealed, however, that the volatile nature of digital evidence, together with
the ease with which it can be manipulated and/or altered, has given rise to new procedural requirements at
the time of its judicial evaluation, which is now subject to technical expert requirements that guarantee its
legitimacy and integrity.

Indeed, the doctrinal analysis showed, as a preliminary matter, that specialized scholarship is
unanimous in stressing the volatile nature of digital evidence, given that it is subject to “specific risks of
possible alteration and/or deletion” (Di Lorio, Ana et al, 2015), since, unlike traditional media, it lacks a
stable structure and requires specialized technical controls and certifications (Ledesma Narvaez, 2016) to
guarantee that its evidentiary weight is preserved throughout the criminal proceeding (Di Lorio, Ana et al,
2015).

This position was echoed by the Permanent Criminal Chamber of the Supreme Court of Justice of
Peru in Appeal No. 7-2023/Corte Suprema, which highlighted its volatile nature given the ease with which
it can disappear or be altered, emphasizing its dependence on computer forensic examinations as
guarantees of its authenticity and integrity.

Second, the findings of this study showed that digital evidence, in order to be properly evaluated in
criminal proceedings, must meet certain requirements that guarantee its authenticity, integrity, and
legitimacy, in addition to adequate traceability through the proper maintenance of the chain of custody.
(Gonzalez Reyes, 2021)The generation of hash values, the cloning of information, and the detailed logging




of every intervention on the secured evidentiary material have emerged as techniques for this purpose.
(Gonzalez Reyes, 2021).

In turn, the doctrine reviewed revealed that the chain of custody is the mechanism that guarantees
that the information contained in digital media has not been modified and/or altered, making it necessary
to document it throughout its entire procedural course up to its presentation at trial (Marchal Gonzalez,
2023).

This position was echoed by the Supreme Court of Justice of Peru through Cassation No. 231-
2011-Madre de Dios and Appeal No. 101-2022-Puno, which held that the chain of custody is the formal,
legal procedure that guarantees the authenticity and sameness of evidence; and, in Plenary Agreement
No. 6-2012/CJ-116, it held as binding legal doctrine that it is a system that guarantees the integrity of
physical evidence. Scholarship is nevertheless unanimous in holding that, where doubt exists as to its
authenticity and integrity, the evidence must be rejected (Alfaro Valverde, 2024).

At the operational level, the results of the interviews conducted with the four criminal prosecutors
from the Peruvian Public Prosecutor's Office and the attorneys from the Public Prosecutor's Office and the
Ministry of Justice of Peru showed that digital custody is regarded as an essential component of the validity
of digital evidence, even though its application in practice remains uneven, incomplete, and dependent on
each practitioner's own interpretation.

This is consistent with the documentary analysis of those who emphasize that the strength of
computer-based evidence is weakened when no defined technical criteria exist (Galindo, 2022); while
others note that it only becomes effective when practitioners have mastered the technical aspects
necessary to interpret and evaluate it properly (Gonzalez Reyes, 2021).

The triangulation of these findings showed that strict adherence to the digital chain of custody is
essential to ensure the reliability of digital evidence, (Paredes Chumpitazi & Ladera, 2025), which rests,
among other things, on how it is preserved (Pineda, 2021). This depends on rigorous methodologies,
forensic copies, cryptographic hash algorithms, and documented intervention (Ochoa Arévalo, 2018); as
well as on the use of advanced tools (Paredes Chumpitazi & Ladera, 2025), such as digital signatures,
hash values, and traceability systems that prevent its alteration or modification throughout the entire iter of
the proceedings (Suérez et al., 2023).

The advent of artificial intelligence has introduced new challenges for criminal justice, given the
large volumes of information that are difficult to trace and that, in most cases, make it impossible to
demonstrate criminal participation (Lépez, 2023), making it necessary to build a regulatory framework
around how such evidence is obtained, controlled, offered, and evaluated, in a manner that safeguards the
fundamental rights of persons under investigation in automated criminal scenarios (Garmendia Prieto,
2025),

On the tensions between fundamental rights and digital evidence within criminal proceedings
The findings of the doctrinal analysis showed that the lawfulness of how digital evidence is obtained

constitutes another indispensable requirement for its admission and judicial evaluation, since only evidence
obtained through procedures established by law, in strict observance of fundamental rights such as privacy
or the secrecy of communications, may be evaluated (Ortego Pérez, 2022).

The doctrine reviewed agrees that fundamental rights in criminal proceedings are called into
question whenever evidentiary means are used at their expense (Gonzales Obando, 2021). For this reason,
the use of digital evidence in criminal proceedings requires rigorous scrutiny to rule out any impairment of
a fundamental right, and where such impairment is present, the evidence must be excluded (Gémez-
Agudelo, 2020).

The documentary analysis revealed that the right to privacy of the accused is seriously affected
when information contained on digital media is accessed improperly (Gémez-Agudelo, 2020). Unauthorized
access to personal information contained in digital devices directly affects personal privacy and, as such,




warrants applying exclusionary criteria to safeguard the right to privacy and the right to due process (Landa
Arroyo, 2017).

The regulatory analysis of the 2004 Peruvian Code of Criminal Procedure showed that Articles 230,
230-A, and 231 govern the procedures for intercepting communications and telecommunications; they do
not, however, expressly address the procedure for the digital chain of custody of evidence, giving rise to
procedural gaps regarding its proper treatment.

The findings show that intervention on electronic data without strict parameters can seriously
compromise the privacy of the parties and, in doing so, undermine due process in criminal matters, given
that the loss of control and transparency over digital evidence can result in the impairment of fundamental
rights (Castellano, 2021), and, as such, in nullities arising from a presumed arbitrary intrusion on the part
of the authority that obtained it (Bernard, 2021).

Within this context, the study revealed that introducing digital evidence into criminal proceedings,
together with its custody, requires reinforced controls on the part of legal practitioners in order to guarantee
the lawfulness, privacy, and due process rights of the accused (Bernard, 2021).

On the regulatory absence of digital custody within Peruvian procedural law
The regulatory analysis of the 2004 Peruvian Code of Criminal Procedure revealed that Peruvian

procedural law does not regulate specialized legal treatment for the digital custody of evidence, instead
equating it with conventional documents despite their evident technical differences (Gonzales Obando,
2021), which gives rise to interpretive gaps at the time of its evaluation. This was confirmed upon reviewing
the rulings of the Supreme Court of Justice of Peru in Appeal No. 101-2022-Puno, which treated audio and
video recordings contained on a CD as though they were documentary evidence, holding that, under the
principle of evidentiary freedom, a break in the chain of custody could be established through another item
of evidence; and in Nullity Appeal No. 1714-2023-Lima Sur, which held that a break in the chain of custody
did not in itself determine its nullity, inadmissibility, or unusability, and could be remedied through an
alternative item of evidence; this notwithstanding that scholarship is unanimous in holding that, wherever
doubt exists that compromises its authenticity and integrity, the evidence must be rejected (Alfaro Valverde,
2024).

The interviewees agreed that the proper preservation of electronic data is decisive for guaranteeing
its integrity; however, they pointed to the absence of an express regulation in the Peruvian Code of Criminal
Procedure governing the proper treatment of digital evidence custody, as well as the lack of protocols
capable of standardizing criteria or practices for its proper handling.

This regulatory absence, according to the expert interviews, results in decisions that depend on the
individual judgment and experience of the prosecutor, judge, or expert witness rather than on technical
standards, a situation that is compounded by the lack of specialization and the absence of technological
resources across different jurisdictions, which leads to the inadequate use of digital custody, heightening
questions surrounding its validity, authenticity, and legitimacy.

On the other hand, the findings of this study revealed the ongoing need to train judges, prosecutors,
and defense attorneys in the proper management of digital evidence and in procedural transparency within
digitalized environments, so that judicial evaluation of such evidence is beyond question and, above all,
respectful of the fundamental rights of the person under investigation (Gémez-Agudelo, 2020).

On technical shortcomings and technological limitations surrounding the proper handling of digital
evidence
From an operational standpoint, interviewees pointed to shortcomings in the proper handling of

digital evidence, as well as a lack of training for handling and securing it, and even noted technological
limitations in areas with limited internet access; a lack of equipment, and prosecutors' offices and police
units without specialized personnel, or rural areas without internet access, which renders any form of digital-




securing practice essentially void. These concrete experiences bring out nuances that theory does not
always manage to capture.

The study revealed that, while operational shortcomings affect the integrity of the digital chain of
custody, the regulatory absence surrounding its treatment amplifies these effects, exposing weaknesses
that are both technical and normative by revealing the material difficulties involved and the evidentiary
validity of such evidence in the face of its legal instability.

As for its reliability, a majority of the scholarship reviewed underscored that digital evidence does
not, on its own, guarantee the integrity of the information it contains or, by extension, the fact it is meant to
prove, absent prior technical expert verification (Alfaro Valverde, 2024).

Taken together, this panorama suggests that digital custody in Peru is going through a transitional
stage: there is consensus on its importance, yet the country still lacks both the regulatory framework and
the technical capacity needed for its uniform application across all levels of the criminal justice system.

The interviewees highlighted the need to revise the Code of Criminal Procedure so as to incorporate
clear, precise rules on the proper treatment of digital evidence custody, stressing the need for specialization
as well as the creation of specialized units and teams. This position is supported by the scholarship
reviewed, which found that technical and regulatory strengthening has made it possible to justify appropriate
criteria for admitting and properly evaluating digital evidence.

Within this context, the Peruvian criminal justice system is at an important and pivotal moment for
adjusting its evidentiary model to technical standards appropriate for the treatment of digital evidence and
its custody, making its operational handling more transparent and, in doing so, strengthening its legal
validity at the time of judicial evaluation, in full respect of fundamental rights.

The convergence of technology, procedural legal rules, and specialized technical training
constitutes an appropriate strategy for reinforcing the treatment of digital evidence within criminal
proceedings and strengthening the legitimacy of the judicial system, giving rise to a scenario of greater
transparency, equality, objectivity, and efficiency in an environment that is increasingly automated by the
digital era (Suarez et al., 2023).

Conclusions

Digital evidence in Peruvian criminal proceedings has significantly altered the structure of
evidentiary activity within criminal proceedings, giving rise to questions regarding the authenticity, integrity,
traceability, and reliability of the data it contains, owing to the volatile nature that characterizes it. And while
it is true that the use of digital evidence has considerably broadened the means available for reconstructing
a criminal act, it is equally true that its use has demanded stricter technical and legal standards capable of
guaranteeing its validity throughout the entire iter of the proceedings, as well as the need to provide
reinforced protection for the constitutional guarantees it engages.

In the Peruvian criminal justice system, the absence of regulatory precision, the lack of specialized
training, and limited technology hinder the proper use of digital custody. Both the literature and the empirical
evidence agree that, despite the importance of digital evidence within the criminal evidentiary system, its
treatment remains inconsistent and subject to objections regarding its authenticity, lawfulness, or validity,
generating legal instability and undermining the legitimacy of judicial decisions.

Given this scenario, it becomes necessary to strengthen the treatment of the digital chain of custody
by refining its procedural regulation, unifying technical protocols, and training legal practitioners so as to
establish clear, precise rules governing its operational treatment and, by extension, its legal validity, thereby
guaranteeing the legitimacy of judicial decisions.

The Peruvian criminal justice system is at an important and pivotal moment for adjusting its
evidentiary model to technical standards appropriate for the treatment of digital evidence and its custody,




making its operational handling more transparent and, in doing so, strengthening its legal validity at the
time of judicial evaluation, in full respect of the fundamental rights of persons under investigation.
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